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STUDY CASE: THE SATELLITE SYSTEMS

I. VULNERABILITIES (1)
. THE VULNERABILITIES OF SATELLITE SYSTEMS ARE INTRODUCED
BY THEIR INTRINSIC ATTRIBUTES:

« MOVE IN ORBIT AT HIGH SPEEDS;
* RENDERING COLLISIONS WITH

EVEN SMALL SPACE DEBRIS ARE

DISASTROUS;
NEARLY IMPOSSIBLE TO HIDE - = *' .
JUST As SATELLITES cAN viEw “f =~
LARGE SWATHS OF THE EARTH, ok
THEY ARE ALSO VISIBLE TO . i..,
OBSERVERS OVER LARGE ...~ ‘o'
SWATHS OF THE EARTH. e
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1. VULNERABILITIES (2)

ONCE IN ORBIT, A SATELLITE'S MOTION IS
PREDICTABLE;

CHANGING THE ORBIT TAKES SIGNIFICANT EFFORT;
DIFFICULT TO PROTECT: LAUNCH MASS IS AT A
PREMIUM, SO ARMOR AND DEFENSIVE MEASURES
COME AT SOME PRICE;

THE SENSITIVITY OF COMMUNICATIONS SATELLITES,
EASILY ACCESSED BY USERS ACROSS THE GLOBE, CAN
BE EXPLOITED TO HARM THEM OR INTERFERE WITH
THEIR OPERATION;

ESSENTIALLY, NO SATELLITE CAN NOW BE REPAIRED
ONCE DAMAGED.
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Il. SATELLITE SYSTEMS COMPONENTS
some of which make better targets than others

THE SATELLITE ITSELF;

THE GROUND STATIONS USED TO OPERATE AND
CONTROL THEM;

THE LINKS BETWEEN THEM.

lIl. SATELLITES BASIC ELEMENTS

« A STRUCTURAL SUBSYSTEM
OR BUS.

- A THERMAL REGULATION “™™
SUBSYSTEM,

* A POWER SOURCE, OFTEN |
THE SOLAR PANELS “ouresy o Bosiny Satetg S A0 s 4

Sala Pl
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lll. SATELLITES BASIC ELEMENTS (2)

AN ON-BOARD COMPUTER CONTROL SYSTEM
CIP: MAY INCORPORATE SOPHISTICATED ANTI-JAMMING
HARDWARE
< IF SOMEONE GAINED CONTROL OF THE SATELLITE’S
COMPUTER, THE SATELLITE COULD BE MADE USELESS BY
ITS LEGAL OWNERS;

< COMPUTER SYSTEMS MAY SHUT DOWN OR REBOOT
DURING SOLAR STORMS OR IF BARRAGED BY HIGH
LEVELS OF ELECTROMAGNETIC RADIATION.

A COMMUNICATIONS SYSTEM
“+ SATELLITE TO/FROM ITS GROUND STATIONS;
<+ SATELLITE TO/FROM OTHER SATELLITES.
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IV. THE COMMUNICATION SYSTEM

« THE COMMUNICATION SYSTEM GENERALLY CONSISTS OF:
“* A RECEIVER;
> A TRANSMITTER;
<* ONE OR MORE RADIO ANTENNAE.

CIP: THE RADIO LINKS SATELLITE TO/FROM GROUND
STATIONS ARE ONE OF THE MOST CRITICAL AND MOST
VULNERABLE PARTS OF A SATELLITE SYSTEM.

ALL SATELLITES REQUIRE A LINK TO AND FROM THE
GROUND TO PERFORM “TELEMETRY, TRACKING, AND
COMMAND?” (TT&C) FUNCTIONS:

<+ OPERATES THE SATELLITE;

< EVALUATES THE HEALTH OF OTHER SATELLITE SVYSTEMS
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MAJOR THREATS AGAINST SATELLITES COMMUNICATION SYSTEM

1. JAMMING: RECEIVERS ON THE SATELLITE AND ON THE
GROUND OVERWHELMED BY AN INTRUDING SIGNAL.

¢ THE JAMMING ATTACK IS MOUNTED FROM THE BROADCAST AND
RECEPTION AREA OF THE TT&C COMMUNICATIONS CHANNEL;

CIP MEASURE: RESTRICTING THE SIZE OF THIS AREA BY INCREASING THE

ANTENNA'’S DIRECTIONALITY PROTECT THESE CHANNELS FROM

ATTACK BY REDUCING THE REGION FROM WHICH THE JAMMING

COULD TAKE PLACE;

IS NOT A VIABLE SOLUTION FOR SATELLITES THAT NEED TO SUPPORT
USERS FROM A BROAD GEOGRAPHIC AREA;

« THE TT&C CHANNELS ARE USUALLY WELL PROTECTED WITH
ENCRYPTION AND ENCODING, AVOIDING A GREAT DEAL OF
DAMAGE GENERATED BY INTERFERING;

« THE MORE VULNERABLE PIECE OF THE COMMUNICATIONS IS THAT
USED FOR MISSION - SPECIFIC COMMUNICATIONS.

2. SPOOFING: INFORMATION CONFUSED BY FALSE SIGNALS

SINAIA - ROMANIA PREPARATORY WORKSHOP 18-19 APRIL 2016




EISC WORKSHOP 2016 ON SPACE & SECURITY

Il. (cont.) DEDICATED SATELLITES CAN CARRY WEAPON:S$
SYSTEMS FOR ATTACKING OTHER SATELLITES OR
TARGETS ON THE GROUND OR IN THE ATMOSPHERE:
“* A LASER SYSTEM;
<+ FUEL AND MIRRORS NEEDED TO USE THE LASER;
<* EXPLOSIVE CHARGE INTENDED TO DESTROY
ANOTHER SATELLITE.

lll. GROUND STATIONS FOR SATELLITES MONITORING
AND CONTROL.
GENERALLY NOT HIGHLY PROTECTED FROM
PHYSICAL ATTACK.
COMPUTERS AT CONTROL CENTERS MAY BE
VULNERABLE ESPECIALLY IF THEY ARE CONNECTED
TO THE INTERNET.
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IV. JAMMING OR SPOOFING THE LINKS (I)

1. JAMMING THE DOWNLINK: ATTACKER PREVENTS A
GROUND STATION FROM RECEIVING A USABLE
SIGNAL FROM THE SATELLITE

A DOWNLINK JAMMER COULD BE PLACED IN LEO TO
JAM TRANSMISSIONS FROM SATELLITES IN HIGH
ORBIT. SINCE SUCH A JAMMER WOULD BE 50 TO 100
TIMES CLOSER TO THE RECEIVER THAN A SATELLITE IN
GEO OR SEMI-SYNCHRONOUS ORBIT
COULD GENERATE SIGNIFICANTLY LARGER SIGNALS
AT THE RECEIVER.

IF A JAMMER CAN BE LOCATED, IT CAN BE
ATTACKED DIRECTLY - WHICH IS LIKELY TO BE SEEN
AS A LEGITIMATE ACTION DURING A MILITARY CRISIS.
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IV. JAMMING OR SPOOFING THE LINKS (II)

« THE ANTI-JAMMING S$SYSTEMS MAY JUMP BETWEEN

FREQUENCY BANDS USING A PATTERN KNOWN ONLY
TO THE LEGITIMATE USER;
TO COUNTER - SPOOFING, THE SIGNAL FROM THE
SATELLITE CAN BE ENCRYPTED AND SCRAMBLED
BEFORE IT IS SENT AND UNSCRAMBLED AFTER RECEIPT.
BECAUSE SOPHISTICATED TECHNIQUES SUCH AS
ENCODING AND ENCRYPTION ADD COMPLEXITY AND
REDUCE THE AMOUNT OF DATA THE SATELLITE CAN
HANDLE, COMMERCIAL SATELLITE OPERATORS ARE
UNLIKELY TO FIND A FINANCIAL CASE FOR ADOPTING
SUCH TECHNIQUES UNLESS
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JAMMING OR SPOOFING THE LINKS (lII)

2. JAMMING THE UPLINK:

- JAMMING UPLINKS TO  SATELLITES OTHER THAN

COMMUNICATIONS AND BROADCAST SATELLITES IN GEO IS
TECHNICALLY MORE DEMANDING, SINCE THE ATTACKER
NEEDS TO LOCATE AND PERHAPS TRACK THE SATELLITE. THIS
WOULD BE THE CASE FOR ANY COMMUNICATIONS NETWORKS
BASED IN LEO (AS THE IRIDIUM SYSTEM) AND FOR ANY
SATELLITE NOT IN GEO.
COMMERCIAL COMMUNICATIONS AND BROADCAST
SATELLITES MAY BE PARTICULARLY VULNERABLE TO UPLINK
JAMMING AND SPOOFING BECAUSE THEY ARE DESIGNED TO
RECEIVE SIGNALS FROM USERS OVER BROAD GROUND AREAS,
AND THUS THERE WILL BE A LARGE AREA FROM WHICH IT
WILL BE POSSIBLE TO JAM OR SPOOF THE UPLINK.
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IV. OTHER THREATS:
1. LASER ATTACKS ON SATELLITE SENSORS

LASERS ARE ESPECIALLY USEFUL FOR DIRECTED ENERGY ATTACKS
BECAUSE THEY CAN EMIT A LARGE AMOUNT OF ENERGY IN A
NARROW BEAM AND A NARROW BAND OF FREQUENCIES.

ALLOW THE ATTACKER TO EFFICIENTLY DIRECT ENERGY TO THE
RIGHT SPOT ON A SATELLITE WITH THE PROPER FREQUENCY TO
INFLICT DAMAGE;

NEED TO CHOOSE A FREQUENCY THAT PENETRATES THE
ATMOSPHERE IN THE CASE OF A GROUND-BASED LASER.

A LASER ASAT SYSTEM ALSO REQUIRES A TRACKING AND POINTING
SYSTEM. A MOVABLE MIRROR CAN BE USED BOTH TO DIRECT THE
LASER BEAM TOWARD THE SATELLITE AND TO FOCUS THE BEAM.
ASAT LASER SYSTEMS CAN BE BASED ON THE GROUND, AT SEA, IN
THE AIR, OR IN SPACE. GROUND AND AIR-BASED LASER ASAT
SYSTEMS WOULD OPERATE AT VISIBLE AND INFRARED
WAVELENGTHS—THAT CAN PROPAGATE  THROUGH THE
ATMOSPHERE.
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IV. OTHER THREATS:

DAZZLING: USING THE LASERS FOR TEMPORARILY INTERFERING
WITH THE SENSOR OF A A SATELLITE THAT TAKE IMAGES OF
OBJECTS ON THE GROUND.
PARTIAL BLINDING: AT SUFFICIENTLY HIGH INTENSITIES, LASER
LIGHT CAN PERMANENTLY DAMAGE THE SENSORS OF IMAGING
SATELLITES. SUCH DAMAGE IS KNOWN AS PARTIAL BLINDING, SINCE
SUCH AN ATTACK WILL DAMAGE ONLY A PORTION OF THE SENSOR.
HIGH POWER LASER ATTACKS ON SATELLITES: HEATING AND
STRUCTURAL DAMAGE
4 THE DEFENSIVE MEASURES A SATELLITE COULD TAKE:

<+ HARDENING EXPOSED SURFACES;

<+ BUILDING IN REDUNDANCY;

<+ DEPLOYING A PROTECTIVE SHIELD AGAINST THE LASER

LIGHT
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IV. OTHER THREATS:

HIGH-POWERED MICROWAVE ATTACKS
KINETIC ENERGY ATTACKS

SPACE MINES
ELECTROMAGNETIC PULSE FROM A HIGH-
ALTITUDE NUCLEAR EXPLOSION
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“Sample Nuclear Launch
While Under Cyber Attack™

[ves, thisis a doctored photo, used here just to lighten a serious moment]
Source: hitp//www. armscontrolwonk com/193 3/missile-palooza 14
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