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For Safety in Space, 

• Planetary Defence

• Space Weather

• Debris incl. mitigation, remediation, removal,…

• SST

• Space Traffic Management

For Safety and Security Applications from Space, (as part of sustainability, individual/community/society) 

• Disasters (natural or man made) from Earthquake to Climate Change

• Migration and border control

• Transportation, logistics

• Secured communication

• Surveillance (land, sea, air, space)

• Energy

• Food and Water

• Critical Infrastructure (distribution of quantum key)

Space: a basic element for the security 
of the European Citizens. The themes are:

Stefano Zatti – Cyber Risks 



ESA UNCLASSIFIED - Releasable to the Public Stefano Zatti - Head of ESA Security Office | 14/05/2018 | Slide 3

But…can cyber incidents reach into space? 
Examples of hacking, spoofing, spying in space

Some unclassified examples from open literature include:

• In 1998, German-US ROSAT space telescope inexplicably turned towards the sun,

irreversibly damaging a critical optical sensor following a cyber-intrusion at the Goddard

Space Flight Center.

• On October 20, 2007, Landsat 7 experienced 12 or more minutes of interference.

Again, on July 23, 2008, it experienced other 12 minutes of interference. The responsible

party did not achieve all steps required to command the satellite, but the service was

disturbed.

• In 2008, NASA EOS AM–1 satellite experienced two events of disrupted control: in both

cases, the attacker achieved all steps required to command the satellite, but did not issue

commands.
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…and it gets known!
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..and in ESA? 
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The challenge of inserting security in an open 
organization like ESA

ESA has one Corporate communications and information system that caters to all 

productivity and connectivity needs 

Missions and Programmes develop their own cyber systems in support of their 

programmatic goals, like e.g., the Earth Observation Payload Data Ground 

Segment and the Galileo ground segment

Programme-specific data systems are normally located in specific De-Militarized 

zones subject to specific access policies and dedicated protection 

Missions and Programmes must develop their own specific Data Policy, on the 

basis of which their systems will be configured

Each Programme must appoint a responsible security officer 

ESA security officers are linked in a network of expertise and operationally linked, 

coordinated by the ESA Security Office…
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The roman testudo: locked shields!
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What are the sources of the threats and their 
motivations?

• Competitors, possibly by means of third parties: they are after information 
and knowledge 

• Cyber-criminals: financial gain (of some sort)

• Employees: ranging from negligence to open hostility

• Hacktivists: politically and socially motivated to hamper space advance

• Nations/States: information, strategic advances, testing new types of 
attacks /cyber warfare, gain technological advantage

• Terrorists: Motivations of political-religious nature, aiming at critical 
infrastructures of different nature (e.g. health, energy, water, 
transportation, telecommunications, access to space) 
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Enabler of all countermeasures: 
the crypto processor

Satellite

Platform 
Computer

Payload 
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End-to-end cybersecurity at ESA: a holistic approach 

• Physical: zoning, access control for data centers
• Personnel: vetting, clearances, trust, peer control
• Information protection: classified vs unclassified 

• Information assurance: All systems are subject to ISO 27001 
certification, to assure the properties of:

• Confidentiality - encryption
• Integrity – Media Access Code 
• Availability - redundancy 
• Authenticity - identity management, cross check, access control, 

signature of data
• Non-repudiation - notarization, certificates
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NewSpace = new cyber threats

• The cybersecurity of space missions is a matter of competiveness for the

European space industry, and, at the same time, is a vital subject for the EU as

owner of Copernicus and Galileo.

• The need to guarantee high production rates (e.g. 4 satellites per day in the

case of the most dense constellations) requires the system integrators to stretch

globally the existing supply chain, and to include new components providers.

• The globalization of manufacturing capabilities and the increased reliance

upon commodity software and hardware for space and ground segments has

expanded the opportunities for malicious modification in a manner that could

compromise critical functionality -> inducing additional risks!
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