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A day without Space
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ESA-EU Joint Statement O/’

EUROPEAN IDENTITY, SPIRIT AND COHESION

N

Maximise the Foster a globally Ensure European
integration of space into competitive autonomy in accessing
European society and European space and using space in a safe
economy sector : and secure environment,

spirit and cohesion

dN

EXCELLENCE IN SPACE SCIENCE AND TECHNOLOGY
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ESA's role in space safety and security

« “Exclusively peaceful purposes”. In line with the generally accepted legal
interpretation of the UN Charter and Article IV of the UN Outer Space Treaty,

the term of ‘peaceful purposes’ is meant to cover all non- aggressive activities.

* Any cooperation on space activities among European States for exclusively

peaceful purposes, as defined above, is then within the mandate of ESA.
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Seamless Chain of Protection *\&gesa

safety security defence
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ESA framework for cooperation

Bilateral cooperation
« ESA/EU Framework Agreement (2004, renewed till 2016)
«  Eight Space Councils
«  ESA/EU Security Agreement (2008)
« ESA/EDA Administrative Arrangement (2011)
*  Arrangements on specific projects
«  Security arrangement (2012)

Framework for coordination of research activities

«  ESA/EDA/EC “European Framework Cooperation for Defence Civilian
Security and Space-related Research” (EFC) (2009)
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Security in October Council 2016 {=esa

ESA Unclassified — For official use ESA/C2016)106
Paris, 4 October 2016

ESA/C(2016)106 o 0o

Elements of ESA’s Policy on Space and Security EUROPEAN SPACE AGENCY

COUNCIL

Elements of ESA’s Policy on Space and Security

Summary

ESA is involved in an increasing number of security-related activities, as reported to
Counecil in March 2016 in the “Status report on security-rzlated activities” (ref
ESA/C(2016)22), and the demand for such activities is growing in Europe, as reflacted
in recent policy developments. DG therefore initiated a dialogue with Member States on
space and security with a workshop held in Jume. Space and security is part of his draft
proposal for the Council at Ministerial level in December 2016 (ref ESA/C/WG-
M(2016)7, rev.3), in which a mumber of actions are suggested.

The present document complements DGs proposal as it puts forward guiding principles
for ESA’s future involvement in the domain of space and secunty in view of
strengthening the dialogue with Member States and supporting the on-gomg work and
future activities, including the ones that will be presented at the Councal at Ministenial
level in December 2016.

This document mtreduces the curent European context for space and secunty, the
European goals in this domain and the specific objectives to wiich the Agency mntends
to contribute. It presents the draft guiding principles for ESA’s contribution to space and
security in Europe.

Required Action

Delegations are imvited to take note of the elements described in this document.
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ESA’'s Space Safety and Security {-esa

Space Safety

from Space
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CM16 Mandate : Strategy for Space Safety and &i} €eSa

N

Security

e Space and security in DG’s Proposal, Action Item 1.c

OBJECTIVES F
WELCOMES the Director General’s proposal (ESA/C-M(2016)1)
and in particular:
(f) RECOGNISES that space technology and derived services
contribute to providing solutions to security challenges and
INVITES the Director General to establish a strategy
concerning ESA space security activities, in coordination
with its Member States and other national and European actors;
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CM19: 4 Main Programmatic Categories \\\W ceSa

Science and Enabling and Support
(transp., tech, & ops)

Applications Safety and Securlty

Exploration
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ESA’s Space Safety and Security dcesa

In Space

Space Safety

An envelope programme covering
mainly:

- Space Weather

- Planetary Defence

- Space Traffic Management




Space Safety

Space Traffic Planetary
Weather Management Defence
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Solar flare

COSMIC RAYS

ASTRONAUT RADIATION
e ek LY

RADTATION DAMAGE

NAVIGATION ERRORS

o

AURDRA AND OTHER
ATMOSPHERIC EFFECTS

SOLAR ENERGETIC PROTONS

3 SOLAR FLARE RADIATION

ENHANCED IONOSPHERIC
CURRENTS AND DISTURBANCES

CREW AND PASSENGERS
RADTATION ’

SIGNAL SCINTILLATION

DISTURBED RECEPTION

7*%- INDUCED GEOELECTRIC
FIELD AND CURRENT

CORONAL MASS EJECTIONS

SOLAR CELL DEGRADATION

.

SINGLE EVENT UPSET

ENERGETIC RADIATION
BELT PARTICLES

HF RADIO WAVE DISTURBANCE

y

GEOMAGNETICALLY
INDUCED CURRENTS
IN POWER SYSTEMS




Chelyabinsk meteor rEr¢eesa




Increased activities in space

Space Debris
> @d1cm: > 600000










Establishing Space Traffic Management &\\gesa

Space activities need a comprehensive traffic regime
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(s,

Challenge for establishing STM {cesa

One comprehensive STM regime comprising of civilian and military space
activities or two separate regimes distinct from each other?




ESA’'s Space Safety and Security {-esa

Maritime

from Space
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Safety and Security Alications




EE o Signin News Sport Weather Shop Earth Travel

NEWS

Home Video \World UK = Business Tech Science = Stories | Entertainment & Ars
US & Canada

TODAY'S NEWS IN VERTICAL VIDEO

DOWNLOAD THE APP

Kilauea: Earthquakes follow eruptions
from Hawaii volcano

""*This is the view at the end of one#
street in Hawaii...

Lava flows are continuing from the Kilauea volcano in Hawai

A number of strong earthquakes have hit Hawaii's Big Island, a day after the
eruption of the Kilauea volcano.
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SO, column density [DU]
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Space And The Arctic

Arctic

Negribreen Glacer
Copernicus Sentinel-1

Image pair: B
01 - 13 October 2015 m/year  >300
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Vessel Detection
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Water Monitoring in Africa

Derived from 3
AATSR scenes

16-AUG-2006
10-AUG2006
24-AU6.2005
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Cybersecurity

-
&
\ Hacking

Space is a critical infrastructure ;{ a Space will bethe nxt ronier for

- Satellites (jamming, spoofing, blinding) X / Abealackers
« Ground stations (hacking)

CONTINUE READING
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Scylight GlobeNet dsesa

Secure and Laser
communication Technology

t‘ - 75,000 kmn @1.8 Gbps
1

Simultaneous
Customer Services \-ﬂ

Pacific
Rim

Quantum Cryptography




ESEC — European Space Security and Education “Q\ eSa

Centre of excellence for space cyber
security services
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